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Excluding specific users from security scanning
In this example, two company executives will be excluded from the security 
scanning that is applied to all other Internet traffic. Since the executives connect to 
the Internet using the PCs that have static IP addresses, these addresses can be 
used to identify their traffic.



Applying security profiles to 
the staff policy
Go to Policy > Policy > Policy and edit the 
policy allowing Internet access. This policy 
will be used by the majority of the company’s 
staff.

In order to view results, select Log all 
Sessions.

Under Security Profiles, enable Web Filter 
and Application Control. Set them to use 
the default profiles. 

Creating firewall addresses 
and a group for the 
executives
Go to Firewall Objects > Address > 
Addresses. Create an address for each 
executive. 

Set Type to Subnet and Interface to lan. 
Set Subnet/IP Range to the static IP of the 
executive’s PC. Use /32 as the Netmask to 
ensure that the firewall address applies only 
to the specified IP.



Go to Firewall Objects > Address > 
Groups. 

Create a new group and add the new 
addresses as members.

Creating a security policy 
for the executives
Go to Policy > Policy > Policy.

Create a policy allowing the executives to 
access the Internet. Set Incoming Interface 
to lan, Source Address to the firewall 
address group, and Outgoing Interface to 
your Internet-facing interface. Enable NAT 
and, in order to view results, select Log all 
Sessions.

Leave all Security Profiles disabled.

Applying security profiles to 
the staff policy
Go to Policy > Policy > Policy and edit the 
policy allowing Internet access. This policy 
will be used by the majority of the company’s 
staff.

In order to view results, select Log all 
Sessions.

Under Security Profiles, enable Web Filter 
and Application Control. Set them to use 
the default profiles. 

Creating firewall addresses 
and a group for the 
executives
Go to Firewall Objects > Address > 
Addresses. Create an address for each 
executive. 

Set Type to Subnet and Interface to lan. 
Set Subnet/IP Range to the static IP of the 
executive’s PC. Use /32 as the Netmask to 
ensure that the firewall address applies only 
to the specified IP.



In the policy list, reorder the security policies 
by clicking and dragging the Seq.# column. 
Place the policy for the executives at the top 
of the list.

Results
Connect to the Internet from two computers 
on the internal network: one that has an IP 
address assigned to one of the executives 
and one that doesn’t.

Go to Log & Report > Traffic Log > 
Forward Traffic Log. Right-click on one of 
the column headings and make sure that the 
Policy ID column is selected, then select 
Apply.

Policy IDs are assigned by the order in which 
policies were created and so in the example 
the staff policy’s ID is 2, while the executive 
policy’s ID is 3.

In the log, you can see that traffic from the 
computer with the executive IP is flowing 
through policy 3, while traffic from the other 
computer uses policy 2. 

Since policy 3 does not have any security 
profiles enabled, traffic from the executives is 
not being scanned for security events.


